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AGENDA

* Who we are
- Why Al and Bl
» Toolkit for ATM Investigation (e TOKAI)

» Structured Exploration of Complex Adaptations (SECA)
» Final Thoughts



ABOUT EUROCONTROL

Since 1963, EUROCONTROL is the pan-
European Organization for the safety of air
navigation

* 41+ 2 Member States, including 26 of EU
* 90+ Air Navigation Service Providers

« 5000+ users for B2B services

6600+ airlines

« 525 airports

* 4 sites in Belgium, France, Luxembourg,
the Netherlands

- 865€ million budget
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ABOUT SAPIENZA UNIVERSITY

Sapienza was established in 1303 and it currently
accounts for over 100.000 students.

The Sapienza Department of Mechanical and
Aerospace Engineering provides:

2 BSc programmes
3 MSc programmes
« 5 Post-graduate courses
3 PhD programmes

The division of Industrial Systems Engineering has
experience on:

- socio-technical systems modelling

- Al/BIl engineering applications

- operations management

- tech dev through dept spinoff aiComply

EUROCONTROL
|




EUROCONTROL SAFETY MANAGEMENT TOOLS

EUROCONTROL
|

- eTOKAI (e-Toolkit for ATM Investigation)

- ASMT (Automatic Safety Monitoring Tool)

*  FATIGUE assessment tool

« SAFETY CULTURE tool

- STANDARDS of EXCELLENCE in SMS, joint initiative with CANSO
- CARMA (regulations)

«  SECA (Structured Exploration of Complex Adaptations)

- etal.

Ultimate purpose: foster safety intelligence, as the interpretation of safety data
to enhance decision-makers’ capability to act proactively



10+ occurrences

100+ occurrences

High Risk

Low Risk

7\
1 |

FOCUS ON SAFETY REPORTING

eTOKAI toolkit for ATM Investigation
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FOCUS ON SAFETY REPORTING and eTOKAI

Safety - : P Notification
A Occurrence & b[ Detection and Notification Report
Notification Factual Information Gatherin Preliminary
Report g Report
Preliminary Reconstruction Occurrence
Report Scenario
Occurrence ) Explanatory
Scenario Analysis factors, severity

assessment

@

Explanatory

factors, severity Recommendations and final report Final Report
assessment
Final Report Exchange and monitoring Feedback

R

LT

EUROCONTROL

eTOKAI features:

Compliant with
EU Reg. 376/2014

Initially developed in 1998,
continuously updated

Harmonized taxonomy

eTOKAIl is currently used by
over 60 ANSPs



e TOKAI BUSINESS INTELLIGENCE

BLIOKAI
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Data sources

Saas solutions

eg Marketo, Salesforce, GitHub,
Google analyfics

Content packs

. On-premises data
e.g. Analysis Services

Live dashboards

@ Custom content packs
Corporate data sources or external
data services

Visualizations

Azure services
Azure SQL, Stream Analytics...

Excel files
Workbook data / dato models

Reports

Power Bl Desktop files
Datua from files, databases, Azure,
and other sources

Datasets

Data refresh

Power Bl service

Natural language query

Sharing & collaboration

Bm Microsoft ‘ Power BI

ETL, Data Analysis and

Data Visualization



EXAMPLES OF eTOKAI DASHBOARDS

50+ report pages, over 250 variables
in four reporting categories
BASIC; ADVANCED,;
QUALITY CHECK; RISK DETAILS

Entityl
Entity2
Entity3
Entity &
EntityS
Entity 6
Entity?
Entity8
Entity
Entity 10
Entity12
Entity13
Entity14
Entity15
Entity16
Entity17

EUROCONTROL

Original Responsible {

ATC - A Personnel

A1, Perception
A-3. Decision
B-1. Pilat Actians

D-

nal Factors

Pilot 40 19.39%)

Occ-X¥X_193
Qcc-¥x_142
Oee-KXX_121
Occ-X¥¥_128
Qec-KKx_87
Occ-XXX_41
Qge-XXX_41
Oce-¥XK_62
Oecc-XX¥_T33

<

May 2015
August 2015

September 2015
September 2015
Movember 2015
December 2015
December 2015
December 2015
December 2015

ASC_Operator 78 Aircraft_6
ASC_Operator 7 Aircraft_3
AJC Operator 7 Alrcraft 6

AJC_Operator 50 Aircraft_55
AJC_Operator_ 28 Aircraft_30
AJC_Operator_28  Aircraft_30

AJC_Operator 23 unknown

Medium 4
Light
Medium

3

3

3

Light 4
Light 4
Light 4
2

5

Light

smmmmme e m

4 ATC - A, Personnel -> A-3, Decision -> A-3-5, Decide / plan (presence of d
15 ATC - A, Personnel -> A-1, Perception -> A-1-4, Hear - detecticn

15 ATC - D Contextual Factors -= D-6. Team Factors -» D-

2. Assistance fror

6 ATC - A Personnel -> A-1. Perception -> A-1-2. See - detection: conflict de

Pilot - &, Personnel -> A-1, Perception -> A-1-4, Hear - detection
ATC - A, Personnel -> A-1. Perception -> A-1
ATC - &, Personnel -> A-2, Memory -> A-2-5. Recall information from long
Pilot - A. Personnel -> A-1. Perception -»> A-1-2. See - detection

-5. Perceive visual informatior

Pilat - A Personnel -» A-2. Memory -» A-2-1. Remember to manitar or che
>




ML TO GO BEYOND SINGLE POINTS OF FAILURES

EUROCONTROL

Personnel

I R—
B OKAI Explanatory Factors
A neutralized taxonomy describing

actions as performed without
blaming apportioning 600+ I:A CTO RS

The expected scenario The messy reality

16

14

Pilot Actions > B-1

t-s B-1 5 Piot Blank) . ATC - A Personnel -» A-1. Perception «» A-1-2. See - detection
= ATC - A Person o
e B * Actio ATC - A R
ATC
positio 1
& Perce
r \ A
K R Y
N X A Men

. / Decision -» A

na $
a
¢ e 0 12 n
A

12

10

2 .
Factor1 Factor 2 Factory Factor 4

B Freguency



EXPLANATORY CLUSTERS

Explanatory Factors

Add / Edit ATC Explanatory Factors

0  A-1-1. See - identification

0  A-1-2. See - detection

0 A-1-3. Hear - identification ﬂ
Add / Edit Pilot Explanatory Factors

0  D-7-14. Personal perception of risk

EUROCONTROL

A-1-1. | A-1-2. | A-1-3. D-7-14.
A-1-1.
1 1 1
A-1-2.
1 1
A-1-3.
1
D-7-14.

R. Patriarca, G. Di Gravio, R. Cioponea, A. Licu (2019). Safety intelligence: Incremental proactive risk management for holistic aviation safety performance, Safety Science, Volume 118, 2019.




EXPLANATORY CLUSTERS

A-1-1. A-1-2. A-1-3. D-7-14.
A-1-1.
" 7 2
d
-
g_ A-1-2,
o 3 12
oy
o
| - 1-
o A-1-3.
-g 5
=
-
D-7-14.

R. Patriarca, G. Di Gravio, R. Cioponea, A. Licu (2019). Safety intelligence: Incremental proactive risk management for holistic aviation safety performance, Safety Science, Volume 118, 2019.



ML IN ACTION: PCA AND MDS

EUROCONTROL
|

Principal Component Analysis (PCA) is a statistical method used to describe variability
among observed variables in terms of a potentially lower number of unobserved variables.

Multi-Dimensional Scaling allows presenting those results into relative terms.

PROBLEM —
Reduce a set of N variables into a set of M variables (M<N) CLUSTER
so that: A
M EF 2
Zi=ZLpr+€i i:1,...,N _
p=1 '
EF 4 CLUSTER
TARGET B
The eTOKAI EFs (N) can be used to detect EF 5
underlying functional relationships (M)
EF 6

R. Patriarca, G. Di Gravio, R. Cioponea, A. Licu (2019). Safety intelligence: Incremental proactive risk management for holistic aviation safety performance, Safety Science, Volume 118, 2019.



EXPLANATORY CLUSTERS

EUROCONTROL
w
. ® sl ol ® TECHNICAL
ANSP ATC - D-6-7. ATC - A-3-2 .
Pilot - B-2-9. O
Pilot - C-5-10.
Pilot - B-2-14. ® ®
el - B-5-1. Pilot - B-2-12. Pilot - B-1-16. Q
Pilot - A-3-1. @113
ATC - D-7- . TC. ATC-C-&-&..
ATC - A-1-1.
QTC -D-5-2, ATC - A-2-1. . EC1. Instrumental-driven ATC - B-5-3.
Pilot - B-7-1. ) -
® O " Decision Making ® .o p
ATE- Bebes EC3. Individual ATCO actions ~'°'-*--! EC6. Joint Decision Making °
@) ATC - A-2- O O @]
ATC - D-6-2. ® C - D-5-1. PIY A-1-2 @ pitot - A-3-4. ATC - A-4-5.  ATC-C-{ggl O
ATC - B-1-9 o o AR Pilot - B-2-7 ATC - A-4-2.
ATC - A-1- Pilot - A-2-4. :
h-3-5. O ® Pilot - B-8-3. @
i Pilot - B-1-2 .
ATC - D-3-4. FAGL = O e @ 52 pitot -@s-1. @
ATC - B-7-4. O Pilot - A-4-3. EVERYDAY WORK - _ Pilot - D-1-2.
S@Tc - p-1-10. ATC - D-7-12. Pilot - A-5-2. Pilot - B-8-4.
' -D-1-6.
ATC - D-3-7. ° @] e Pilot - B-1-8 o O
—= Pilot - D-5-3.
ATC - A-4¢88 Pilot - B-1-4, Ae B ® O
i - A-5- Pilot - B-2-1
ATC - C-1-1. LATE -t ot Assee Pilot - D-1-1. ; ATC - A-1-4.
Pilot - B-1-9.
EC4. ATCO training ATC - B-4-9. A As Pilot - A-5-4
ATC - D-3-11.
ATC - B-3-4. .
e b ATC - D-3-6, EC2. Procedural-driven ;. Pilot - B-1-12.
Decision Making 13 Phitot - B-1-14.
ATC - D-3-10. Pilot - D-1-12. ATC - A-5-3. . . .
atc-p-1-1.  EC5. Individual Pilot actions
ATC - D-1-12. CA-2-3.
ATC - B-1-5. C \
-
Pilot - B-1-5. Filot - A-1-4.
SOCIAL Pilot g 2-11
EXPLANATORY CLUSTERS (ECs) ®ECT ®EC2 @EC3 ®EC4 ®ECS5 ®EC6 ENV’RONMENT

R. Patriarca, G. Di Gravio, R. Cioponea, A. Licu (2019). Safety intelligence: Incremental proactive risk management for holistic aviation safety performance, Safety Science, Volume 118, 2019.



OVERALL PERFORMANCE:
THE AEROSPACE PERFORMANCE FACTOR

TCAS RESOLUTION FALSE CALL SIGN CONFUSION (NO ATM)
» Y1000 1380

L:iﬁ;?g; LEC\?;ISF SIMILAR CALL SIGN EMERGENCY Eventi]' count ]
SAFETY SAFETY Event;; APF Index = Traffic Event; AHP weight
gﬁéﬁviﬂijvﬁ j

PRIORITY REQUESTED SEPARATION MINIMA

OTHER (NO ATM) ATM SPECIFIC
INFRINGEMENT (NO ATM)

: o J 1
{ ,

: ] J\;&\ i'\ APF Safety Index | = z z Event;; APF Index
) VA! 1 zi
Shaviiimaimini M %‘?U“'Wé’/““

j=1i=1
DEVIATION FROM ATC INSTRUCTION LEVEL BUST (NO ATM)
(NOATM)

SEPARATION MINIMA UNAUTHORIZED PENETRATION OF
INFRINGEMENT (ATM) AIRSPACE (NO ATM)

A ﬂ g /\xfm; ey /\A MA\ : e

g 811 S ATV a1 + S A PV 2297 S i) e




OVERALL PERFORMANCE:

EUROCONTROL
|
THE AEROSPACE PERFORMANCE FACTOR
Near collision (0,752) rocedural (0,375)
Accidents (1,000) *INSA +INSN ATO Safet§ i
} ::&F/R RINN (AAY) {EME Index OVERALL
T (s PERFORMANCE
\al (0,176) A ,\\/
ﬁ’z:irz:’z{ for colliz \_\) E ~ \//\ / \ /
AR“\'A e M NN
P\N\ P\ (+OTH ) \ A \
ekX
L:;{wfx:;\‘ (AAN) (Communication (0,448) ) 2017 2018 2019

e AIS
*ASP

System failure (0,142) }
o MET

More info: https.//skybrary.aero/bookshelf/books/5134.pdf



ANOMALOUS SAFETY PERFORMANCE

EUROCONTROL

F 2 |
I\:1ir|drr1ap Tree, Hir:'larchy APF Index - All, APF Index - Air Incidents, APF Index - Ground Incidents and APF Index - Environmental Issues by Year and Quarter
u Select a # APF Index - All 4 APF Index - Air Incidents 4 APF Index - Ground Incidents 4 APF Index - Environmental Issues
B Air Incidents

B Aircraft deviation from applicable ATM regulati... P RO B L E M

B Aircraft deviation from ATC Clearance 1

B Airspace infringement including unauthorised ... .

B Go-sound Find anomalous safety performance

B inadec

B Level bust / Aircraft deviation from assigned FL

Near CFIT

B Separation Minima Infringement

B separation not A

B wake Turbulence encounter
H Environmental Issues

B ATs Sector / Position Overload

B Encounters

g o TARGET

ﬂ Aircraft deviation from ATC Clearance (GND)

: Separation

sured

H Apron Incursion an 2017 2017 lan 2018 il 2018 lan 2019 ul 2019 (]
B Runway excursion by aircraft US I n g an a,n O m al y
ﬂ Runway Incursion Traffic imovements)
. ax y cursiol d -
Taxiway Incursion d eteCtI O n aI g O r I t h m
B Technical
ASO
B ATM System / Security related factors
an 2 Jul 20 an 2 Jan ) Jul 2018
| § |

R. Patriarca, et al. (2022). Democratizing business intelligence and machine learning for air traffic management safety, Safety Science, Volume 146, 2022, 105530,



ANOMALOUS SAFETY PERFORMANCE

Timeseries Input

SR-CNN

[ |enpisay |e13oads }

SR-CNN algorithm: Spectral Residual (SR) based on Fast Fourier
Transform, + Convolutional Neural Network (CNN) to enhance the
naive single threshold traditionally suggested by SR.

T ={t"| y.. =1}

A={TAE, : u=u;,, t" |V <t*

Saliency Map
— ' — — —
: | 1

1-D Convolution Fully Connected

EUROCONTROL

Laptev, N., Amizadeh, S., Flint, I., 2015.
Generic and scalable framework for
automated time-series anomaly detection.
Proc. ACM SIGKDD Int. Conf. Knowl.

Discov. Data Min. 2015-Augus, 1939—
1947.

Output
(Sigmoid)

R. Patriarca, et al. (2022). Democratizing business intelligence and machine learning for air traffic management safety, Safety Science, Volume 146, 2022, 105530,



MODERN SAFETY MANAGEMENT in ATM

EUROCONTROL

|
adverse events
many support tools exist
to study this portion of events
PROBLEM
Studying accidents is important but
not enough

$

TARGET
Knowledge on everyday
work needs to be elicited

everyday work
limited methodological resources
specifically designed to investigate
this portion of events



MODERN SAFETY MANAGEMENT in ATM

EUROCONTROL
|

Vectoring an aircratft,
prioritizing taxiway movements,
coordinating upper space traffic...

It IS more than just rule-following

Work-As-Prescribed Work-As-Done

Work-as-Imagined

Work-as-Judged Q Q

Work-as-Measured .
Work-as-Done

Work-as-Instructed O O Work-as-Analysed
Work-as-Simulated O O Work-as-Observed
huv"umu'w(_uy;lum') com

Hollnagel, E., Leonhardt, J., Shorrock.
S.and Licu, T. (2013). From Safety-/
to Safety-Il. A White Paper. Brussels:
EUROCONTROL Network Manager.




A KNOWLEDGE MANAGEMENT PROBLEM

EVERYDAY WORK INTERVIEWS

EXTERNALIZATION

PROBLEM 1:
how to externalize data?

PROBLEM 2:
how to combine the
externalized data?

INTERNALIZATION [ER COMBINATION —

RESULTS DATA ANALYSIS
INTERPRETATION
L d Inspired by: Nonaka, I, Toyama, R,
egen Konno, N., 2000. SECI, Ba and Leadership:
A Unified Model of Dynamic Knowledge
gﬁ&é?gﬁ o TACIT KNOWLEDGE ENABLER Creation. Long Range Planning 33, 5-34.

@ ExPLCTKNOWLEDGE

R. Patriarca, et al. (2022). Unearthing weak signals Engineering for safer and more efficient socio-technical systems — The Structured Exploration of Complex Adaptations (SECA) method.



SECA DESIGN

EUROCONTROL

PROBLEM 1: how to externalize data?

Structured Exploration of Complex Adaptations (SECA)

CODE DIMENSION ELEMENT
CONTEXT @
: 1 Context Description of the situation
e 2a Responses Personal response
2b Responses Procedures (written rules)
2c Responses Units’ normal way of workin
RESPONSES e ° P y g
2d Responses Less experienced colleagues’ response
e e 2e Responses Experienced colleagues’ response
3a Pressures Pressures from Management in the organization (blunt end)

L]
3b Pressures Pressures from the outside the unit (work related environment)
PRESSURES
3c Pressures Pressures from colleagues

4a Conflicts Goal conflicts

4b Conflicts Trade-offs




SECA DESIGN

EUROCONTROL

PROBLEM 1: how to externalize data?

After several iterations and field experiences over a 2-years project, the project team defined a
SECA Interview Guide:

 List of questions
- Exemplary answers
- Best practices for interviews

Interview Guide

Instructions for the
Structured Exploration of Complex Adaptions




SECA NATURAL LANGUAGE PROCESSING

EUROCONTROL

PROBLEM 2: how to combine data?

Data
collection 3
Theoretical
saturation
Data Theoretical A
analysis

samphng
Open

,‘ N ] -
i Selective \ 4 Theoretical
 ——————————— :
— E‘/\A\;__% ﬁ coding integration
o — [ } \ )
P Axial
codmg

— — r/\NV\’\j CODE codmg 1

CODE

NN c—

—

FP TRANSCRIPT

- — [5*;—::—_,\':] [ cope

b S

ﬂ

v
=
L - — Validation
= S
o Ty Constant process
— comparison

SECA INTERVIEWS

GROUNDED THEORY
[ Operational PATTERNS are
dependent from local > TECHNICALITES
ractices, no universal theor - S
Lp y NATU RAL LANGUAGE Tokenization (Regexp)

Stemming (WordNet)
PROCESSING



NATURAL LANGUAGE PROCESSING

EUROCONTROL

]
PROBLEM 2: how to combine data?
o— v — LEGEND
=| = =P |
o % Subject Matter

SECA W Coding w Coding M@ Codes Expert

LI nterview validation )

Qualitative

1 SECA INTERVIEW ¢~ research tool
Analyst

e=—_)o @ —)o

—
- a— v —
p— a— —
- o-— N —
FOR EACH A =
SECA — E — NV
INTERVIEW — o— v —
4 a— N — I:I
p— ao— v —
— = loll .
Computer- Results m @
assisted o) interpretation
analysis x| h_l
a— N —
j— o— v —
- a— v —




SECA EXEMPLARY FINDINGS

EUROCONTROL
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SECA EXEMPLARY FINDINGS

0

Unit_ALPHA

I

pressure from pid

EUROCONTROL

Next to me on the PLC position sat a trainee with their coach. They got
a direct for a flight but couldn't put it in because it was unknown to
the system. I suggested they make an entry in the daily log, but they
refused and saw no need for that even though the trainee had never
done an entry in the daily log before and the direct in the system
would be useful for the future. | wrote the entry myself.

No procedure. No entries in the daily log because it has to be done
during the break.

Might be afraid to write an entry in the daily log because they are not
used to it and don’t want to expose themselves with what they might
think "unimportand stuff".

Some would write an entry in the daily log like me, but most don't
want to sacrifice their break.

No pressure from blunt end/outside. Passive pressure: | felt | needed to
write the entry because otherwise nobody would.

If 1 just do my job, there is no obligation for me to make the entry in
the daily log, but If | don't enter the waypoint into the daily log, the
waypoint will stay unknown to the system, which | don't want.
Otherwise | could spend the time convincing them to do it themselves,
but that could end in an argument.




WEAK SIGNALS TEAM

TEAM COORDINATION AND GUIDANCE

Mareike Baumann, DFS

CONTRIBUTORS

Kenneth Bechmann Funch, Naviair
Radu Cioponea, EUROCONTROL
Janna Daugaard, NAVIAIR

Sara Dietrich, DFS

Lisa GlUnther, DFS

Christiane Heuerding, DFS
Thorsten Luedtke, DFS

Anne Juul Maalge, Naviair

Andre Perott, DFS

Nils Tavares Schader, DFS
Malene Winther-Larsen, Navialir
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DASHBOARD DESIGN

- Relying on design science research
principles (Simon, 1993)

* Development and Deployment based
on Agile thinking

« Continuous feedback monitoring by

end-users (safety analysts, safety
managers)

- Formalized quality assurance

[ -4
-

EUROCONTROL

Background knowledge

l

- Specify purpose

Tools’ updates ,* _ — = Specify design criteria

11z
Evaluate tool Construct/modify tool

K - v/

1

Finalized version of the tool




SELF-SERVICE Bl & ML

traditional Bi

~
—
—
—
eTOKAI
SQL server
—~
Nt
—
L
Traffic data »
—~ ]
_—t set-up the develop ETL, and deploy the
—t data engineer the master report
-— gateway master report

Geographical -] ]
2| g f

(LU

Other data
sources

R. Patriarca, et al. (2022). Democratizing business intelligence and machine learning for air traffic management safety, Safety Science, Volume 146, 2022, 105530,
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DASHBOARD DESIGN

Power Bl Pro

Power Bl Premium

Power Bl Premium

per User per Capadty
Sharing & Collaborating Ewverything in Pro, plus: Everything in
Fremium per User, plus:
1 GE Dataset Limit 10 GB Dataset Limit*
8 Scheduled Refreshes/day 438 Scheduled Refreshes/day

Max Storage — 10 GB/user

Analyze in
Excd

Report
Subscriptions

QaA
Review & add
guestions

&5

Incremental Dataset
Refresh

Max Storage - 100 TB/tenant

W 8

Paginated Large Datasets
Reports up to 100 GB
A
4,
AutoML, Cognitive Deployment
Services, & Azure WL Pipelines
{=)
{}
{=}
¥MLA Endpoint Dataflow
Enhancements
Iils
[~ | § ‘_
Enhanced Auto Page
Refresh

‘& 8

: Lamger Datasets
Dedicated g
C;ﬂ"pauie up to 400 GB
32 &
i
Content Sharing Multi-Geo
with Free Uses Support
BYOEK _ Autoscale (v-core)
for Encryption
L) |
. _ Power B
Capaaty metrics Report Sever

*{0GE max while publizhing — ensbBng large models
alows the dats=et to grow further

EUROCONTROL

£ 77

No need to extract data,
dashboard directly
connected to eTOKAI

Users can be entitled
to do self-service
reporting
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SUMMARY

Fostering safety intelligence:

 Democratize Bl and Al for usage at ANSPs

« Data-driven safety management

« Al to support — not substitute — analysts for time-consuming tasks

 Training on the tools Is necessary, organizational support provided by
EUROCONTROL (e.g., EUROCONTROL course on SECA In early 2023)

Keep in touch:
riccardo.patriarca@uniromal.it
radu.cioponea@eurocontrol.int
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